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Abstract

This project covers the development of a prototype system for the electronic submission of a type of environment report known as the Discharge Monitoring Report (DMR).  In Illinois, DMRs are required to be submitted to the Illinois Environmental Protection Agency on a monthly basis by dischargers of wastewater to surface waters under the terms of National Pollutant Discharge Elimination System (NPDES) permits. The prototype was designed using a form of Extensible Markup Language (XML) for use as a Web-based application.  Use of a digital signature to sign and verify the content of the DMR both identified the submitter and assured that any alteration of the completed forms content would be detectable.  The project holds promise for reducing the costs and potential data errors associated with the existing system of paper DMR submittals and manual keying in of reported data.  Design considerations associated with the prototype addressed the legal requirements for electronic reporting of affirmatively authenticating the submitter of the report, securing the integrity of the report for transmission and storage, and assuring non-repudiation of the report’s validity and content. 
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